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Operational Risk Management

DPI-12: Debt administration and data security

DPI-13: Segregation of duties, staff capacity,
and business continuity
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Procedures
manual for
processing

debt service

Procedures
manual for
processing

debt service

Debt Administration and Data Security

Dim1

Dim2

CC

DeM
Entity

DeM
Entity

BB

AA

Updated every
2 Years

CC
BB

AA

Procedures
manual for

debt recording
and validation

Procedures
manual for

debt recording
and validation

Payment
Systems

Electronic
Payment
Orders

Independent confirmation of
data conducted annually

STP

Update every
2 years

External Creditors

Major Investors
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Procedures for
accessing debt
and payment

systems

Procedures for
accessing debt
and payment

systems

Secure
Fireproof
Location

Debt Administration and Data Security

Dim3

Dim4

CC

DeM
Entity

DeM
Entity

BB

Updated when staff
changes occur

CC

BB

AA

Audit Trails of
System
Access

Monthly data back-ups

Weekly data
back-ups

Daily data back-ups

AA
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DeM
Entity

DeM
Entity

BB

Training and
development
plans, plus

yearly performance
assessments

Training and
development
plans, plus

yearly performance
assessments

Code-of-conduct
and conflict-of-

interest
guidelines

Code-of-conduct
and conflict-of-

interest
guidelines

Job
descriptions

Job
descriptions

Payment and
Accounting

Staff

Data Entry
and Checking

Staff

Segregation of Duties, Staff Capacity, and Business Continuity

Dim1

Dim2

CC

AA

CC

BB

AA Dim3

CC

BB

AA

Creditors

Market

Payments
Accounting

Tested in
past 3
years

One compliance
monitoring staff

Dedicated compliance
monitoring staff

Negotiating and
Contracting

Staff

Debt
Recording
System

DR/BC
plan

DR/BC
plan

Recovery
Site

Operational risk
management
procedures

Operational risk
management
procedures

Risk Monitoring
and Compliance

Unit

Annual testing
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Thank you!

Greg Horman
World Bank Treasury
ghorman@worldbank.org


